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Colonial Pipeline Hit 
By Ransomware 
Cyber Attack
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Cycle



Preparedness

› Immediate 
Notification of Law 
Enforcement and 
Federal Government 
Agencies

› Effective Public and 
Private Partnership

Response

› Systems went offline
› Fireye contacted for 

assistance with 
investigation

› Law enforcement and 
Government agencies 
contacted

› Emergency Declaration by 
President Biden and 
Department of 
Transportation

› Gas/Fuel shortage

Prevention

› Multi-Factor 
Authentication

› Continuous monitoring 
of IT/OT Systems

› Review Cybersecurity 
Defense

Recovery 

› Immediate transportation 
of gasoline, diesel, jet fuel, 
to relief affected states

› 4.4 Million in Bitcoin paid
› Decryption Key Provided
› System Restart Plan 

Developed

Crisis



Crisis - A re-used password was discovered 

inside a batch of leaked passwords on 

the dark web which were all 

compromised in a data breach

- Compromised Password was used by a 

Colonial Pipeline Employee on a legacy 

VPN Profile to access their network 

remotely

- On May 7th, 2021, at 5:00 AM, 

Ransomware Payload Initiated and 

infected multiple computers and Colonial 

Pipeline’s Network

- Darkside grabbed files totaling up to 100 

GB  stored on Colonial Pipeline’s Shared-

Drive 

- Encrypted files and demanded nearly 5 

million in crypto paid in Bitcoin, files were 

inaccessible to all Colonial Pipeline 

Employee’s



Response/Recovery

- Systems taken offline 

to prevent further 

damage and contain 

the spread of the 

ransomware attack

- Cybersecurity Firm 

FireEye was 

contacted to 

investigate cyber 

attack and help bring 

systems back up

- Law Enforcement and 

Federal Government 

Agencies Notified of 

attack

- State of Emergency 

Declared



Response/Recovery

- State of Emergency Declaration 

led to the immediate 

transportation and movement of 

up to 29,000 miles of fuel supply 

delivery to affected states and 

restriction limit were lifted

- $4.4 Million paid in Bitcoin hackers 

and Decryption Key was provided 

to unlock encrypted files 

- System restart plan was created to 

bring back all affected pipelines 

up and running safely again

- May 7th – Colonial Pipeline 

performed system restart of their 

systems



Response/Recovery



1
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Prevention
- Destroy Legacy Credentials, rebuild access controls from scratch, continuous validation on system 

controls, record retention (Store data for a specific amount of time, archive or destroy them!) - 

Spider web effect

- Multi-Factor Authentication, Designated Cybersecurity coordinator within the company

- NIST Frameworks, Access Control Frameworks, This NIST SP 800-53 database represents the 

controls defined in NIST SP 800-53 Revision 5, Security and Privacy Controls for Information Systems 

and Organizations.



Preparedness

- Review current cybersecurity defenses, perform risk assessments to identify vulnerabilities and how 

those known vulnerabilities can impact their systems

-    Have a cybersecurity coordinator, review current activities on recommendations made on identified 

     cyber risks and identified security gaps to develop remediation measures

     

- Develop a business continuity plan

- Check the box exercises, hiring third-party cybersecurity consultants to review cybersecurity posture

- Notify Law Enforcement and Government Agencies as soon as possible



Lessons 

Learned & 

Q&A



Lessons Learned

- Notify Law Enforcement and Government 

Agencies as soon as possible

- Recognize the complexity of Information 

Technology (IT) and Operational Technology (OT) 

and how it’s interconnected

- Don’t pay for ransomware attacks, Payment for a    

ransomware attack can lead up to more cyber-

attacks creating a ripple effect where they are 

constantly being targeted.

- Look for legacy entries into the system that don’t 

have multi factor authentication
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